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The Home Office, in Collaboration with the Research Institute in Science 

of Cyber Security 

Call for Multi-Year Research Proposals: 
“Understanding cyber offenders, criminal careers and business 

models“ 

Closing Date: Thursday 8th March 2018 

1. Overview of requirement 
 

An invitation to apply for grant funding, from OSCT Research and Analysis, Home Office  
 

1. Summary of requirement  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Research Institute in Science of Cyber Security (RISCS) is expanding its interdisciplinary research 
community to develop further collaboration between the social sciences and cyber security professions. 
This is being complemented by development of a new cyber crime-focused research programme, 
commissioned by the Home Office, via funding from the National Cyber Security Programme. The research 
programme will comprise both longer-term, multi-year research projects and also shorter-term research. 
This grant call is for longer-term, multi-year research proposals. 

In order to inform the grant calls, consultation activities were held with policymakers, law enforcement, 
academics and other stakeholders to discuss evidence gaps in the cyber crime field. A range of important 
gaps were identified, however specific priority themes emerged in relation to understanding UK-based 
and overseas cyber offenders, their criminal careers and business models. The Home Office is now 
inviting multi-year funding bids from academics for research projects addressing these themes.  

The research themes encompass understanding the end-to-end journey of cyber offenders, their crimes 
and the ecosystems in which they operate - from early pathways into cyber crime; the structures and 
networks in which they operate; how offending and roles may progress and diversify; how crimes 
themselves are planned, executed and monetised; through to an offender’s desistance from cyber crime. 
Improving understanding of these areas can help to inform key aspects of the National Cyber Security 
Strategy (NCSS) and the Serious and Organised Crime Strategy, for example by understanding which 
interventions might effectively deter individuals from becoming, or continuing to be, involved in cyber 
crime; or identify potential targets and methods of law enforcement disruption activity. 

Funding is available for projects starting as soon as possible in FY 2018/19, with final completion dates by 
March 2021 at the latest. Funding of up to £400k is available in 18/19, and up to £500k in both 19/20 and 
20/21. We welcome proposals with collaborative, multi-disciplinary approaches, employing any 
appropriate and justified methodological techniques.  

Bidders are required to provide in their bids: 

- An outline of the proposed approach and scope of the project. 
- The outputs from the research and how these will provide impact for policy makers and those in 

operational roles.  
- CVs for individuals who will be involved in the project, including any relevant background 

knowledge and expertise regarding the proposed area of work. 
- A timeframe for delivery of interim and final reports. 
- The proposed amount of grant funding required (£s) per year.  
- Confirmation that project leads will make themselves available to travel to / within the UK for key 

set-up, delivery and community meetings with RISCS, the Home Office and relevant partners.  
- Evidence of ability to deliver research projects on time and to a good standard.  
- Evidence of ability to write and present research findings clearly and communicate technical 

language in plain English to non-technical audiences.  
- Any requests for law enforcement data or particular security clearances, which will be subject to 

further discussion with the assessment panel. 

Further details of eligibility and bid requirements are outlined in Sections 4-8. Final grants awarded will 
be subject to negotiation with the Home Office depending on final remit / content of the projects agreed.  

Deadline for receipt of bids is Thursday 8th March 2018.  
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2. Background to RISCS and the cyber crime research programme 
 

2.1 The Research Institute in Science of Cyber Security (RISCS) is the first UK academic Research 
Institute to focus on the security of organisations, including their technology, people and 
processes. RISCS has focused on giving organisations better evidence, to allow them to make 
better decisions and aid the development of cyber security as a science, with an established 
evidence base. The institute is managed by the RISCS team based at UCL. More information 
about RISCS and previous projects can be found at www.riscs.org.uk.  
 

2.2 RISCS is now in its second phase and is expanding its interdisciplinary research community 
by drawing in additional expertise from the social sciences, as well as the cyber security and 
computer science communities.  
 

2.3 Funding is being provided from the Home Office, via the National Cyber Security 
Programme, in order to develop a new research programme with greater focus on cyber 
crime research and collaborations with the social science communities. This research 
programme will complement the new cyber crime and social science community formed 
under the umbrella of RISCS.  
 

2.4 The new research strand aims to deliver a step-change in the investment and profile for 
cyber crime research, in order to help deliver the long-term capability needed to address 
core evidence gaps regarding cyber crime. Commissioning of the new research programme 
will be led by the Home Office, with support from the National Cyber Security Centre (NCSC) 
and RISCS. It will be targeted to inform understanding and decision making in relation to 
cyber crime by the Home Office and its partners, including the NCSC, the National Crime 
Agency (NCA) and the City of London police.  
 

2.5 The objectives of the new research strand are to: 
a) deliver a programme of impactful cyber crime research to help resolve key evidence 

gaps required to meet objectives of the NCSS 1 and the Serious and Organised Crime 
Strategy2;  
 

b) help generate a longer-term transformation in the quantity and quality of cyber 
crime research in the UK; and  

 
c) encourage greater interdisciplinary working, ensuring that cyber crime researchers - 

including criminologists and other social scientists - are able to join-up with research 
being conducted by cyber security specialists and have access to necessary funding. 

 
2.6 The research programme will comprise both longer-term, multi-year research projects and 

also shorter-term research. This grant call relates to the longer-term, multi-year research 
call. A separate call will be made for the short-term (less than 12 month) projects. 
  

2.7 Prior to the launch of this grant call, a consultation exercise was held with law enforcement 
and policy stakeholders to help inform the research questions and themes for the grant call. 
A number of evidence gaps were identified during this exercise that need to be addressed in 
order to inform NCSS objectives and the Serious and Organised Crime Strategy. A workshop 
was subsequently held with academics, law enforcement and policymakers in order to help 
identify any additional evidence gaps and prioritise these. 

                                                
1 https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021 
2 https://www.gov.uk/government/publications/serious-organised-crime-strategy 

http://www.riscs.org.uk/
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2.8 Based on these activities, this grant call is awarding funding to large-scale, multi-year 
research projects related to the following themes:  

 Understanding cyber offenders and their criminal careers; and 

 Understanding cyber offender business models and their ecosystems. 
 

2.9 The research themes encompass understanding the end-to-end journey of cyber offenders, 
their crimes and the ecosystems in which they operate - from early pathways into cyber 
crime; the structures and networks in which they operate; how offending and roles may 
progress and diversify; how crimes themselves are planned, executed and monetised; 
through to an offender’s desistance from cyber crime. Further background and strategic 
context to the themes is provided in Section 3. 
 

2.10 The remainder of this paper sets out relevant research questions of interest, practicalities in 
terms of how to apply for funding and eligibility criteria. 

 
3. Background to the research themes 

 
3.1 The 2013 Home Office Serious and Organised Crime Strategy3, sets out the approach to 

combatting serious and organised crime under the 4 P approach: Pursue, Prevent, Protect 
and Prepare. This grant call specifically relates to Pursue and Prevent approaches.   
 

3.2 Pursue relates to the traditional law enforcement approach of disrupting, arresting and 
prosecuting criminals in order to reduce the threat they pose. 
 

3.3 A Prevent approach seeks to stop people from being drawn into cyber crime in the first place 
and / or deterring them if they are already on that pathway. It is an important avenue to 
tackling cyber crime in addition to Pursue, given that Pursue can be particularly challenging 
to achieve in an online space (e.g. due to the degree of anonymity offered online and the 
lack of geographical boundaries). 

Theme 1: Understanding cyber offenders and their criminal careers 

 
3.4 The new NCSS 2016-214 emphasises the Prevent approach, stating the need to “deter 

individuals from being attracted to, or becoming involved in, cyber crime by building on our 
early intervention measures”. It also emphasises the need for improving effectiveness of 
these interventions, which requires evaluation.  
 

3.5 Prevent is still a relatively new area, but has become increasingly important following recent 
research by the National Cyber Crime Unit (NCCU), outlining concerns about the number of 
young people potentially becoming involved in cyber crime. The same research also 
identified potential pathways into cyber crime, e.g. via gaming5. The NCCU’s Prevent team 
have begun developing a programme of initiatives relating to Prevent, and the NCCU and 
Home Office are considering how to develop a whole-of-Government approach to Cyber 
Prevent activity. 
 

3.6 Whilst much of the Prevent team’s efforts are currently focused on UK offenders, and the 
NCA National Strategic Assessment6 states that “UK links to the elite level of cyber crime are 

                                                
3https://www.gov.uk/government/publications/serious-organised-crime-strategy 
4https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021 
5 http://www.nationalcrimeagency.gov.uk/publications/791-pathways-into-cyber-crime/file  
6 http://www.nationalcrimeagency.gov.uk/publications/807-national-strategic-assessment-of-serious-and-organised-crime-2017/file 
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stronger than previously thought”, it is clear that cyber crime is a global issue. The NCA 
National Strategic Assessment also notes that while the primary threat to the UK stems from 
Russian-speaking nations, “there are indications that the threat is increasing globally”. 
Therefore, whilst this call for research is directly related to informing UK interests via 
addressing NCSS objectives, it is clear that international research and understanding 
overseas offenders is also relevant. Indeed, this international element is acknowledged in 
the NCSS, with an objective which states that “to reduce the threat to the UK and our 
interests, much of which originates overseas, we will seek to influence the decision-making 
of those engaging in cyber crime, cyber espionage, and disruptive or destructive cyber 
activity and continue to build frameworks to support international cooperation”. 
 

3.7 A workshop held in July 2017 with academia by the Home Office and the NCCU explored 
potential interventions for preventing people becoming involved in cyber crime. Literature 
reviews conducted for the workshop established there was no available, robust evidence 
regarding effectiveness of interventions with cyber offenders. Given this, a number of 
approaches used to prevent ‘traditional crime’ were considered in terms of how they might 
apply to cyber crime (e.g. mentoring, cease and desist, universal communications, positive 
diversions, workshops and restorative justice). There was no evidence to suggest one single 
approach would be most effective. However, participants felt that developing a range of 
potential interventions targeted at different offenders, at different points in the Criminal 
Justice System or the offending lifecycle, would be of benefit. However evaluation was vital 
for any such intervention in order to build an understanding of what works in this area.  

 
3.8 Another key challenge for developing Prevent interventions raised at the workshop was the 

lack of very fundamental evidence regarding cyber offenders – their characteristics, 
motivations, and pathways into and out of cyber crime, both of domestic and international 
actors. Whilst knowledge in these areas for ‘traditional’ crime types is relatively well 
developed, evidence regarding cyber offenders is particularly limited. This evidence is 
needed in order to design appropriately targeted interventions based on well-defined theory 
and logic.   
 

3.9 Some aspects relating to cyber offenders have been better documented than others. For 
example, it’s often been observed that entry into cyber crime is not always financially 
motivated, with motivations regarding intellectual challenge and status playing key roles7,8. 
Anecdotally there is also evidence to suggest many young people simply are not aware of 
the law in relation to the Computer Misuse Act9. However, obtaining a more developed 
understanding of motivations, drivers and risk factors to help identify vulnerable individuals 
and design appropriate interventions would be of benefit. How these factors differ for UK-
based individuals compared to those in other countries is also of importance, for example 
how differences in the criminal operating environment affects the profiles and motivations 
of offenders.  
 

3.10 An understanding of the importance of peer relationships in relation to cyber offending has 
also been recognised. Social learning is thought to play a significant role in cyber crime, for 
example, research shows a relationship between deviant behaviour of friends’ and one’s 

                                                
7 Kilger, M., Arkin, O., & Stutzman, J. (2004). Profiling. The Honeynet Project (2nd Ed.), Know your enemy. Addison Wesley Professional. 
8 NCCU (2017). Intelligence assessment: Pathways into cyber crime| Aiken, Davidson, & Amann (2016), Youth Pathways into Cybercrime 
9 ibid 
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own behaviour10. Peer relationships often emerge online through involvement in forums, IRC 
channels, and other forms of computer-mediated communication11, though a portion may 
involve social relationships cultivated offline; hackers often report close peer associations 
with individuals in the real world who are interested in hacking12.  
 

3.11 The role of offline, local elements should not be ignored, for example a recent study 
examining cyber offending in Romania, a major cyber crime hub, revealed the importance of 
the local and offline dimensions to cyber crime where many offenders know each other 
personally13.  
 

3.12 However, beyond these types of insight there are still considerable gaps in knowledge 
regarding demographics and characteristics. Emerging research suggests that whilst cyber 
offenders may share some traits with traditional offline offenders, certain characteristics, 
such as socioeconomic status and intelligence may differ14, perhaps due to the specialised 
skills needed to perform cyber crime. Further understanding here is required to help identify 
those potentially at risk of offending and to inform interventions. Research to understand 
how local and cultural factors may vary and act as risk factors for offending in other 
countries would also be of value. 
 

3.13 The prevalence of cyber offenders in the UK and internationally is unknown. There have 
been a number of international research studies in this area, they often focus on young 
people15, though a 2008 study16 attempted to survey a wide population of hackers across 
the globe. However, participants were not evenly distributed across geographies and had to 
voluntarily participate meaning this large sample is unlikely to be representative.  
 

3.14 Analysis by the Home Office of Millennium Cohort Survey Data17 showed that 5% of 
individuals in a cohort of UK 14-year olds self-reported hacking and 1% reported sending 
viruses, in the 12 months prior to the survey.  However, there is no clear picture of the 
extent of cyber offending amongst the whole population. Developing a more accurate 
assessment of the volumes of offenders in the UK is challenging, but also key to informing 
the scale and nature of potential Prevent programmes that are required. 
 

3.15 Furthermore, the increasing availability of cyber crime as-a-service may alter the profile of 
cyber offenders; the NCA annual report 16/1718 states that “whilst the majority of cyber 
attacks are the work of a relatively small number of serious criminals, mainly based 
overseas, the cyber threat is also evolving to include low-sophistication actors able to access 
‘cyber crime for hire’ tools and services, enabling a broader criminal base to target victims”. 
There is considerable concern about the low barriers to entry for these groups and the need 

                                                
10 Hutchings, A. & Clayton, R. (2016). Exploring the Provision of Online Booter Services. Deviant Behavior, 37(10), 1163-1178 | Marcum, 
C.D., Higgins, G.E., Ricketts, M.L. & Wolfe, S.E. (2014). Hacking in high school: Cybercrime perpetration by juveniles. Deviant 
Behavior,35(7), 581-591. 
11 Holt, T. J. (2009). Lone hacks or group cracks: Examining the social organization of computer hackers. Crimes of the Internet, 336-355. 
12 Ibid; Steinmetz, K.F. (2015). Craft(y)ness: An ethnographic study of hacking. British Journal of Criminology, 55, 125-145. 
13 Lusthaus, J., & Varese, F. (2017). Offline and local: The hidden face of cybercrime. Policing: A Journal of Policy and Practice. 
14 NCCU (2017). Intelligence assessment: Pathways into cyber crime | Aiken, Davidson, & Amann (2016), Youth Pathways into Cybercrime | 
Bachmann, M. & Corzine, J. (2010). Insights into the hacking underground. In T. Finnie, T. Petee & J. Jarvis (Eds.), The Future Challenges of 
Cybercrime. Volume 5: Proceedings of the Futures Working Group ( 31-41) 
15 Zebel, S., De Vries, P., Giebels, E., Kuttschreuter, M. & Stol, W.P. (2014).Jeug dige daders van cybercrime in Nederland: Een empirische 
verkenning.  
16 Chiesa, R., Ducci, S., & Ciappi, S. (2008). Profiling hackers: the science of criminal profiling as applied to the world of hacking. CRC Press. 
17 University of London. UCL Institute of Education. Centre for Longitudinal Studies, Millennium Cohort Study: Sixth Survey, 2015. 6th 
Edition. Colchester, Essex: UK Data Archive [distributor], March 2015. SN: 8156. http://dx.doi.org/10.5255/UKDA-SN-8156-2 
18 http://www.nationalcrimeagency.gov.uk/publications/807-national-strategic-assessment-of-serious-and-organised-crime-2017/file 

http://doi.org/10.5255/UKDA-SN-8156-2
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to raise such barriers. Jurisdictional differences could offer insight into the models that 
criminals apply. 
 

3.16 There have been no longitudinal studies of the criminal careers in cyber crime19, such 
research is required to understand why UK and overseas individuals enter, continue 
committing, and exit cyber crime. The extent to which cyber and offline criminal pathways 
differ is unclear. For example employment is a protective factor in traditional crime, 
similarly, one study found that unemployed hackers commit more offences than employed 
hackers, possibly due to the time taken to undertake such activities20, however it is also the 
case that employment may present further opportunities to commit cyber crimes21. 
 

3.17 Overall, the evidence base still needs to be established regarding the prevalence, profiles, 
motivations, and pathways into and out of criminality for domestic and international cyber 
offenders. This has implications for how at-risk individuals can be identified and what 
successful interventions might look like. Whilst there is much evidence to support 
prevention activity across traditional forms of criminality, the extent to which this translates 
to cyber crime is unclear. Given the global nature of cyber crime, international research 
could have implications for UK interests; it is important to understand not only the profiles, 
pathways and progression of UK offenders, but also those in other countries. 

 
Theme 2: Understanding offender business models and their ecosystems 

3.18 The NCSS 2016-2021 outlines the need to “build a better understanding of the cyber crime 
business model, so we know where to target interventions in order to have the most 
disruptive effect on criminal activity” and suggests how this knowledge can be used to 
“tackle cyber crime upstream, adding friction to the cyber crime business model by 
dismantling their infrastructure and financial networks, and wherever possible, bring 
offenders to justice”. The NCA Strategic Assessment22 states that “cyber threat actors 
continue to display agility to adjust their business models to target novel or less well 
defended targets” as well as noting a movement more recently towards “targeting 
businesses and payment systems drawn by the prospect of greater financial rewards”. 
 

3.19 Previous research has also pointed to the value in deconstructing a complex crime into its 
basic component actions in order to identify possible intervention points (employing ‘crime 
scripting’ or ‘criminal journey mapping’23). Somer et al (2016) suggested that “given the 
complex nature of cyber crime and in order to understand and take efficient measures 
against it, it is imperative to gain deep understanding of the mechanics of cyber crime, from 
preparation, or pre-crime stages, to exit strategies and monetisation, including everything in 
between the two including the committing of the actual crime.”24 Generating a clear 
understanding of the full end-to-end and component processes of various forms of cyber 
crime would be highly valuable. 
 
 

                                                
19 Holt, T.J. & Bossler, A.M. (2014). An assessment of the current state of cybercrime scholarship. Deviant Behavior, 35(1), 20-40. 
20 Bachmann, M. (2010). The risk propensity and rationality of computer hackers. International Journal of Cyber Criminology, 4(1), 643-656. 
21 Turgeman-Goldschmidt, O. (2011a). Between hackers and white-collar offenders. In T.J. Holt & B.H. Schell (Eds.), Corporate hacking and 
technology-driven crime: Social dynamics and implications. New York: Information Science Reference. 
22 http://www.nationalcrimeagency.gov.uk/publications/807-national-strategic-assessment-of-serious-and-organised-crime-2017/file 
23 Cornish, D. B. (1994). The procedural analysis of offending and its relevance for situational prevention. Crime prevention studies, 3, 151-
196. 
24Somer, Tiia, Hallaq, Bilal and Watson, Tim. (2016) Utilising journey mapping and crime scripting to combat cyber crime and cyber warfare 
attacks. Journal of Information Warfare, 14 (4). pp. 39-49. 
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3.20 Some authors have proposed three stages to the ‘journey’ of a cyber crime: the preparation 
phase which may include various pre-attack decisions, such as the initial decision to attack, 
identifying victims, conducting reconnaissance and selecting the attack method. The 
execution phase involving the actual criminal activities and the monetisation phase which 
includes a payment in some form and often involves money laundering and mules25, or 
cryptocurrency exchanges. The exact actions involved at each stage will differ depending on 
the specific context, however, through building understanding at all stages of the end-to-end 
journey, and all of the actors involved in this process (whether domestic or international), 
intervention points and strategies can potentially be identified. 
 

3.21 Ultimately there is a need to reduce the rewards and increase the costs associated with 
offending. Research exploring potential profits that cyber criminals can make online has 
suggested this can be substantial, for example, one study estimated that buyers of stolen 
financial data could earn between £6.1 million and £25.2 million when exploiting card data 
purchased from the open and dark web26 
 

3.22 However, there is still much to understand regarding the business models used for different 
types of cyber crime, in terms of how they are formed, structured and operate; the extent to 
which they operate internationally or domestically; how crimes themselves are planned, 
executed and monetised; and the roles of the individuals operating within them.  
 

3.23 There is some suggestion that cyber criminal groups may operate in a different manner to 
traditional organised crime groups, with a “distributed model of organisation, rather than a 
hierarchical command and control structure”27. At the time of the 2013 Serious and 
Organised Crime Strategy publication, available evidence suggested that organised cyber 
crime involved loose, online networks or affiliations operating for shorter periods of time28, 
however more recent observations from the NCA suggest in some cases there are increasing 
levels of organisation and sophistication and increased levels of aggressive and 
confrontational cyber crime29. 
 

3.24 Previous research has documented the variety of potential roles or actors in offender 
networks, from the malware designers and distributors, through to the money launders and 
mules30. Whilst some research suggests that “the importance of traditional central actors, 
who have the role of bridge-builder diminishes”31, recent studies show that cybercriminal 
networks still have dependency relationships32. However, more needs to be known about 
the development, maintenance and discontinuation of relationships between these 
individuals. Particularly where there are links with other types of organised crime and 
offending moves from online to offline.  
 

3.25 The extent to which cyber criminal actors are specialised in their roles and offending 
behaviours is unclear, or whether they may diversify their activities or show clear 
progression in their offending behaviours.  

                                                
25 Ibid 
26 https://www.gov.uk/government/publications/understanding-the-costs-of-cyber-crime 
27 Wall, D. S. (2015). Dis-organised crime: Towards a distributed model of the organisation of cyber crime. 
28 Holt, T. J. (2013) Exploring the social organization and structure of stolen data markets, Global Crime, 14, 155-174 | Lusthaus, J. (2013) 
How organised is organised cybercrime? Global Crime, 14, 52-60.  
29 http://www.nationalcrimeagency.gov.uk/publications/785-the-cyber-threat-to-uk-business 
30  McCombie, S., & Pieprzyk, J. (2010). Winning the phishing war: A strategy for Australia. In Cybercrime and trustworthy computing 
workshop (CTC), 2010 Second (pp. 79-86). IEEE. 
31 Quote taken from Research Agenda: The Human Factor in Cybercrime and Cybersecurity, pp. 35, 2017, edited by Leukfeldt, R.  
32 Leukfeldt, E.R., Kleemans, E.R. & Stol, W.P. (2017). Origin, growth and criminal capabilities of cybercriminal networks. An international 
empirical analysis. Crime, Law and Social Change. 67(1), 39-53 | Leukfeldt, E.R., Kleemans, E.R. & Stol, W.P. (2017). A typology of 
cybercriminal networks: From low tech locals to high tech specialists. Crime, Law and Social Change. 67(1), 21-37. 

https://www.gov.uk/government/publications/understanding-the-costs-of-cyber-crime
http://www.nationalcrimeagency.gov.uk/publications/785-the-cyber-threat-to-uk-business
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3.26 Particular technologies, such as the dark web and use of cryptocurrency, are critical to 
offender business models. It is therefore important to understand the role of such 
technology and how it may influence or change offender business models, and how law 
enforcement needs to respond. It is also important to understand what opportunities there 
are for future technological developments that may change the landscape, in order to 
anticipate future law enforcement capacity and capability demands. For example the NCA 
Strategic Assessment stresses the maturing threat from the Internet of Things (IoT). 
 

3.27 Understanding the particular platforms from which cyber offenders operate is also a key 
part of understanding offender business models. In addition to illegal trade in traditional 
goods, online marketplaces provide a range of services important for cybercriminal business 
models: “escrow services that can be used to make secure transactions, exchangers that 
convert virtual money into real money, and bullet proof hosting”33. Online marketplaces also 
allow the trade of cybercriminal tools, which, as noted in the NCA Strategic Assessment has 
further lowered the barrier to cyber crime.  
 

3.28 Online forums, where individuals are exposed to criminal activity and are able to meet and 
exchange information, are noted as part of a potential pathway into cyber crime34, however 
the role of online forums in the establishment and growth of cybercriminal networks 
remains unclear. The importance of ‘trust’ in online markets has been well documented, 
with a peer-driven buying and selling process which revolves around feedback being 
provided about vendors and their products35. The nature of these market processes is 
important for being able to disrupt and degrade criminal activity in online forums. 
 

3.29 Despite the interest in the role of online marketplaces and forums in the establishment and 
conduct of cybercriminal networks, the offline and local dimensions should not be ignored36. 
 

3.30 The NCA National Strategic Assessment notes that there are indications that the threat is 
increasing globally, whilst the proportion of the threat emanating from domestic versus 
international actors is unclear, it is clearly important to understand the overall threat from 
both so it can be countered accordingly, therefore international research and the role of 
overseas actors in business models is of value to UK interests.   
 

3.31 Overall, whilst research has been conducted around cybercriminal networks and business 
models, there remains scope to further the understanding of the organisational structure of 
cybercriminal groups/networks, how they are formed and behave, the business models by 
which they monetise their actions, technologies they depend on, and the roles of various UK 
and international actors in these models. Building on previous research to generate a fuller 
understanding of the end-to-end process of the instigation, execution and conclusion of 
various types of cyber crime is important. All of which could inform ways to disrupt the 
crimes, networks and preventative measures to deter their establishment.  

 

 

 

                                                
33 Quote taken from Research Agenda: The Human Factor in Cybercrime and Cybersecurity, p.38, 2017, edited by Leukfeldt, R. 
34 NCCU (2017). Intelligence assessment: Pathways into cyber crime | Aiken, Davidson, & Amann (2016), Youth Pathways into Cybercrime. 
35 Holt, T. J., Smirnova, O., & Hutchings, A. (2016). Examining signals of trust in criminal markets online. Journal of Cybersecurity, 2(2), 137-
145 | Décary-Hétu, D., & Laferrière, D. (2015). Discrediting vendors in online criminal markets. In Disrupting criminal networks: Network 
analysis in crime prevention (pp. 129-152). Lynne Rienner, Boulder, CO. 
36 Lusthaus, J., & Varese, F. (2017). Offline and local: The hidden face of cybercrime. Policing: A Journal of Policy and Practice. 
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4. Grant Call Overview 
 

4.1 The Home Office will award grant funding, via the National Cyber Security Programme, for 
one or more research projects within the themes relating to cyber offenders, criminal 
careers and business models – as discussed in Section 3. 
 

4.2 Bids may cover any areas within these broad themes, however it should be clear within bids 
how research findings would be relevant to policy and operational partners. Proposals 
should clearly relate to informing the NCSS and Prevent and/or Pursue objectives from the 
Serious and Organised Crime strategy. 
 

4.3 Funding is available on these themes for multi-year, larger scale research projects lasting 
between 1-3 years. Depending on the volume and nature of bids received, one or more 
projects may be commissioned. [Please note: a separate grant call will be made for shorter-
term (less than one year) on a broader range of research themes.] 
 

4.4 Funding is available for multi-year projects starting as soon as possible in FY 2018/19, with 
final completion dates by March 2021 at the latest. Funding of up to £400k is available in 
18/19, and up to £500k in both 19/20 and 20/21 FYs. The research will be funded at Full 
Economic Cost. Funding cannot be ‘rolled over’ into subsequent financial years, therefore 
where maximum funding levels are being sought, assurances must be provided by bidders 
that they are able to spend the requested funds within the financial year.  
 

4.5 We welcome proposals with collaborative, multi-disciplinary approaches, employing any 
appropriate and justified methodological techniques. 

  
5. Summary of requirement and eligibility criteria 

 
5.1 The remit for funding incorporates ‘Cyber Crime’ as defined by the Home Office Serious and 

Organised Crime Strategy. This includes: 

 Cyber-Dependent Crimes (e.g. viruses and other malware, hacking, DDoS attacks); and 

 Cyber-Enabled Crimes (e.g. cyber-enabled fraud, data theft). 
 

5.2 Cyber terrorism, online hate crimes, cyber bullying, digital piracy and online sexual crimes are 
outside the remit of this work. 

 
5.3 Research bids should relate to the broad themes outlined in Section 3 regarding cyber 

offenders, cyber criminal careers, and cyber crime business models.  
 

5.4 A list of research questions of interest is outlined below, these questions arose as part of the 
Home Office consultation exercise to understand law enforcement and policymaker 
interests and priorities. These questions are listed as a guide to help with bids and should 
not be limited by this list. We welcome proposals not covered specifically by the below list, 
but again need to be clear about their policy and operational relevance.   
 

5.5 Eligible topics and research questions include, but are not limited to, the following:  
 
- Cyber offenders and criminal careers 

o What is the prevalence of different types of cyber offenders / offending in the 
UK?  
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o What proportion of cyber crime threats to the UK originate from domestic 
versus international offenders? 

o What are the profiles/characteristics of cyber offenders? How do these differ by 
type of cyber crime? How do these differ by country? 

o How does the operating environment affect profiles, motivations and 
characteristics of cyber offenders and what are the determining environmental 
factors influencing profiles and behaviour? 

o What are the pathways into – and out of – cyber crime? How do these differ to 
traditional crime? Why do some people escalate in their offending behaviours 
and others desist? 

o What are the risk factors/vulnerabilities for being drawn into cyber crime? 
o How can individuals suitable for Prevent interventions be identified? 
o What interventions work to prevent people becoming involved in cyber crime? 
o How do the above differ for different cyber crimes? 
o What is the importance of online and offline social ties and how do these need 

to be addressed in new Prevent interventions? 
 

- Understanding Offender Business Models  
o What structure or degree of organisation do cyber offender business models 

take? How do these differ by type of cyber crime? How / where is best to disrupt 
in this structure? 

o At what stage(s) of a cyber attack is it best to disrupt, e.g. at pre-attack, 
execution, exit or at monetisation? How is it best to do so? 

o What are the roles /actors in the networks? On which actors do networks rely 
the most and are hardest to replace? 

o What is the degree of specialisation versus generalisation of actors and roles? 
How does diversification of criminal activities take place? Do individuals 
progress up a hierarchy? 

o How do cyber criminal networks form, grow and potentially, end? 
o What roles do international and domestic actors play? To what extent do cyber 

criminal networks follow geographical boundaries? 
o What are the roles of online forums in the origin and growth processes of 

cybercriminal networks? How does supply and demand interact with these 
models? 

o What is the monetisation process and how can this be disrupted? What role do 
money mules play in this? 

o What are the profits and losses associated with cyber crime for different actors? 
Do actors have primary and secondary sources of income? 

o To what extent and in what ways is cryptocurrency used in offender models? 
o How is cryptocurrency changing traditional use of money laundering and money 

mules in cyber crime?  
o What is the role of technology (e.g. dark web,IoT ) now, and in future? 
o How could cyber security measures (e.g. two-factor authentication) lead to a 

displacement or adaptation of attack methods? 
o What role does cyber crime as-a-service play in these models? 
o What is the involvement of traditional crime groups? Are those involved with 

selling physical commodities in online forums, also engaged with cyber crime 
tools and services? 

o How ‘organised’ are different business models and groups?. 
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5.6 Bids are welcome from UK-based academic institutions and also international academic 

institutions. Where research leads / teams are primarily based overseas, confirmation is 

required that project leads and key team members will make themselves available to travel 

to / within the UK for key set-up, delivery and community meetings with RISCS, the Home 

Office and relevant partners. Partnerships with UK institutions are encouraged where 

feasible. 

 

5.7 The Home Office will review all bids received in accordance with these eligibility criteria and 

those listed in Section 8. Subsequent negotiation is likely to be required between the Home 

Office and bidders to agree final content and scope of projects, particularly where data 

requests are made.  

 

6. Methodology 
 

6.1 There is flexibility in the approaches that could be taken. For example, we welcome:  

 interdisciplinary approaches, drawing on a mixture of methods;  

 traditional social science primary research methods; 

 quantitative and qualitative research; and  

 use of innovative or novel techniques. 
 

6.2 Explanations should be given in the bid for why the proposed methodologies are 
appropriate. Quality and robustness of the research will be a key criteria used to assess bids.  
 

6.3 Bids should clarify what data they expect to use and how this data will be accessed/ 
obtained. Any dependency on other agencies (e.g. Home Office, NCA, City of London police) 
to supply data should be clearly presented. Where proposals intend to rely on data from the 
NCA, City of London Police or other partners, we would encourage research leads to contact 
ResearchCalls@GCHQ.GSI.GOV.UK in the first instance. Relevant partners will then be 
contacted in order to obtain a preliminary view on whether the required data exists and an 
indication as to whether it might be feasible to share to help inform bids. However, please 
note that all data requests in final project proposals will still need to go through a full 
clearance process with relevant agencies to agree the final data and any data share 
requirements.  
 

6.4 Bids should also be clear if they intend to apply for security clearance, for example to access 
particular data or to work onsite with partners in their offices. It should be noted that SC 
clearance requires a minimum 5 years UK residency criteria. It’s recommended that security 
clearance requirements should also be discussed with partners, via the contact address 
above, to help inform final project proposals. Security clearance costs will be covered by the 
host agencies and do not need to be included in the costings of the bid. More details on 
clearance can be found here: https://www.gov.uk/guidance/security-vetting-and-clearance. 

 
7. Core outputs and timeframe 

 
7.1 The final output from the successful bidder will be a written report of the research project 

findings for the Home Office and its stakeholders. There is also a requirement for interim 
reports of key findings to be delivered at appropriate points in the research project.  
 

mailto:ResearchCalls@GCHQ.GSI.GOV.UK
https://www.gov.uk/guidance/security-vetting-and-clearance
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7.2 Reports should be clearly structured, key findings and implications should be summarised 
upfront so that reports can be easily disseminated and used by stakeholders. 

7.3 Consideration should be given as to how best to disseminate the research findings. We 
welcome proposals for delivery of tailored briefing papers or summaries for policy and law 
enforcement partners, as well as longer research write-ups. 

7.4 Presentation of research findings (both interim and final findings) to stakeholders will be 
required. Research leads and core members of the research team are kindly asked to make 
themselves available to present findings to policy and law enforcement stakeholders in the 
UK, as well as at RISCS conferences and / or community meetings.  

7.5 Academics will be able to publish reports/findings from the research under their own name / 
institution – full details will be set out in grant contracts. Formal permission does not need 
to be obtained from the Home Office or RISCS for publication, although advance notification 
of new publications is welcomed. The only exception to this is where there are particular 
security issues relating to the research question and / or sharing of highly sensitive data has 
been specifically granted on the basis that data is not made available publically. Any such 
restrictions would be agreed and discussed with the bidders prior to the research project 
being agreed.  

7.6 The final report produced for the Home Office should be of suitable quality and standard to 
be made publically available if that is required. The Home Office may choose to publish 
reports based on the work conducted, although there are no set plans or timings by the 
Home Office at present regarding when they would do this.  

7.7 Any reports, underpinning anonymised data, software or other code developed as part of 
projects will be made available to the Home Office and NCSC at no extra cost.  

7.8 Brief, quarterly reporting is required at minimum throughout the project to demonstrate bid 
recipients are on track with the research; quarterly reports will be linked to invoicing. 

 

8. Bidding and grant award process 
 

Summary of grant award process and project timetable 

8.1 Bidders shall submit multi-year bids to: ResearchCalls@GCHQ.GSI.GOV.UK  by Thursday 8th 
March 2018. Bids will be evaluated by a panel of stakeholders, led by the Home Office 
during March 2018. Negotiation with successful bidders to agree final scope and research 
project will also occur.  
 

8.2 Projects should aim to start as soon as possible during 2018/19, once project proposals have 
been agreed, and must complete in full at any time prior to March 2021.  
 

8.3 A grant call for short projects will be released shortly after the close of the call for multi-year 
projects. 
 

8.4 Bids will be evaluated based on the following criteria: 
 
- Methodological quality 
- Viability / feasibility of proposal – will it deliver as planned 
- Potential for policy and operational impacts 
- Innovation and originality 
- Value for money 

mailto:ResearchCalls@GCHQ.GSI.GOV.UK
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8.5 Bids should contain the following key requirements and meet the following eligibility 
criteria: 
 

- Research projects can relate to any areas under the broad themes discussed in Section 3. 
Bids are not limited to the questions listed under Section 5.  

- Bids should clearly outline the research questions they will address and discuss the potential 
impacts and / or practical value of the research, with particular consideration to informing 
Prevent and/or Pursue activities and the NCSS objectives.  

- The scope of the research proposal should be clear.  
- Details and justifications for the proposed methodologies are required. This should include 

whether other agencies (e.g. Home Office or NCA) are required to supply data, or whether 
any assistance is required from the Home Office or related agencies, such as for access to 
data or security clearance.      

- Details of all the individuals who will be undertaking the research, including CVs should be 
provided. This should include any relevant background knowledge and expertise regarding 
the proposed area of work. It should also include nationality and residency of those working 
on the project.  

- If a recruitment exercise is needed for staff, this needs to be made clear, along with the 
likely timing and impact of this on the project. 

- A timeframe for delivery of interim and final products, including quarterly progress reports. 
- The proposed amount of grant funding required for each year of the programme (£s). 
- Confirmation that the bidder has the capacity to deliver the project to time and to meet the 

needs of the research requirement outlined above. 
- Confirmation that research leads or core research team members will be available to 

present findings to stakeholders in the UK and at RISCS’ major conferences. 
- Bids should evidence ability to write and present research findings clearly and communicate 

technical language in plain English to non-technical audiences.  
 

8.6 The proposed grant funding costs should include a breakdown on the daily pay rates, grade 
and number of days allocated to each member of the project team as well as stating the 
total costs per year. If VAT is chargeable, it should be quoted separately. Expenses for non-
staff costs must also be detailed separately, as should an estimate of travel expenses that 
are likely to be incurred. The research will be funded at Full Economic Cost.  
 

8.7 We welcome consortium bids, which may draw upon the skills and expertise from a range of 
contributors. In this case, details of all participating parties and their roles need to be 
provided. If sub-contracting to a third party is planned at any point, e.g. to assist with 
fieldwork, this must be stated. 

 
8.8  Final grants awarded will be subject to negotiation with the Home Office depending on 

the final remit / content agreed with each bidder. 
 

8.9 NCSC will be the contracting authority and contracts formed will use the NCSC’s standard 
terms and conditions plus any special requirements as agreed by the NCSC and Home Office. 
 

8.10 Any queries should be directed to: ResearchCalls@GCHQ.GSI.GOV.UK 

 

 

 

  

mailto:ResearchCalls@GCHQ.GSI.GOV.UK

